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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

LISTING OF CLAIMS: 

1 . (Currently Amended) A method of embedding watermarking data in an 
audio signal, comprising the steps of: 

(a) incorporating watermarking information into said audio signal, wh e r ei n 
sa i d wat e rmark i ng i nformation i nclud e s a robust wat e rmark l ay e r and a frag i le 
wat e rmark l ay e r to form a watermarked audio signal , 

(b) sectioning said watermarked audio signal into at least two sections 
each section having audio content, 

(c) marking at least one of said sections whereby said sections may be 
identified, 

(d) generating distortion in a first one of said sections of said signal in a 
manner recoverable by a key obtainable from at least one other section having audio 
content, whoroin sa i d k e y i s omboddod i n th e at least on e oth e r s e ct i on through sa i d 
frag il e watermark l ayer, and 

(e) appending said distorted section to said at least one other section to 
form a composite signal comprising a distorted section and at least one undistorted 
section. 



2. (Cancelled) 
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3. (Currently Amended) A method as claimed in claim [[2]] 1 wherein said 
distortion is generated by creating a pseudo-random number sequence for adding as 
pseudo-random noise to said first section, and wherein said pseudo-random number 
sequence is embedded in said at least one other section to enable said random 
noise to be subsequently removed. 

4. (Currently Amended) A method as claimed in claim [[2]] 1 wherein the 
first section is distorted by means of a scrambling function. 

5. (Previously Presented) A method as claimed in claim 1 wherein said 
key is obtained directly from a sequence of bits contained in said at least one other 
section. 

6. (Currently Amended) A method as claimed in claim 5 wherein said key 
is obtained by applying a hashing function to the bit sequence of said audio content 
of said at least one other section. 

7. (Previously Presented) A method as claimed in claim 6 wherein the 
output of the hashing function is added to the bitstream of said first section to create 
said distortion. 

8. (Previously Presented) A method as claimed in claim 5 wherein a 
bitstream of said first section is subject to a scrambling function to create said 
distortion. 
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9. (Original) A method as claimed in claim 1 wherein said first section 
comprises a section to which access is to be restricted. 

10. (Original) A method as claimed in claim 1 wherein said at least one 
other section comprises an advertisement. 

11. (Original) A method as claimed in claim 1 wherein said at least one 
other section comprises a trial listening section. 

12. (Original) A method as claimed in claim 1 wherein said at least one 
other section comprises an advertisement section and a trial listening section. 

13. (Original) A method as claimed in claim 1 wherein said audio signal is 
compressed after watermarking. 

14. (Original) A method as claimed in claim 13 wherein said first section of 
said compressed signal is distorted by means of a scrambling function that receives 
as a key the output of a hashing function that acts upon said at least one other 
section. 

15. (Original) A method as claimed in claim 14 wherein said audio signal is 
compressed in MP3 format and said scrambling function acts upon the bits 
contained within MP3 frames. 
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16. (Original) A method of playing back an audio signal having data 
embedded within it by the method of claim 1 , comprising; 

(a) reading said composite signal, 

(b) identifying said sections, 

(c) obtaining said key from said at least one undistorted section, and 

(d) recovering said distorted section. 



17. (Original) A method as claimed in claim 16 wherein said distorted 
section is recovered in real time without being written to memory. 



18. (Currently Amended) A watermarked audio signal stored in a memory 
on a computer readable medium comprising at least two sections each having audio 
content, including a first section which is distorted in a manner recoverable by means 
of a key obtainable from audio content in at least one other section having aud i o 
cont e nt, wh e r ei n s ai d wat e rmark e d s i gn al i nc l ud e s a robust wat e rmark i ng l ay e r and 
a frag i l e wat e rmark i ng l ay e r and, wh e r ei n said k e y i s e mb e dd e d i n sa i d at l e ast on e 
oth e r s e ct i on through sa i d frag ile wat er m a rk i n g la y er. 



19. (Original) A watermarked audio signal as claimed in claim 18 wherein 
said first section is a section to which access is restricted. 



20. (Original) A watermarked audio signal as claimed in claim 18 wherein 
said at least one other section is an advertisement section. 
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21. (Previously Presented) A watermarked audio signal as claimed in 
claim 18 wherein said at least one other section comprises a trial listening section. 

22. (Previously Presented) A watermarked audio signal as claimed in 
claim 18 wherein said at least one other section comprises an advertisement section 
and a trial listening section. 

23. (Currently Amended) An apparatus for embedding watermarking data 
in an audio signal, comprising: 

(a) means for incorporating watermarking information into said audio 
signal to form a watermarked audio signal , wh e r ei n th e wat e rmark i ng i nformation 
i nc l ud e s both robust and frag ile wat e rmarking lay e rs, 

(b) means for sectioning said watermarked audio signal into at least two 
sections each having audio content, 

(c) means for marking at least one of said sections whereby said sections 
may be identified, 

(d) means for generating distortion in one of said sections of said signal in 
a manner recoverable by a key obtainable from at least one other section having 
audio content, whor ei n the k e y is e mb e dd e d i n th e at l e ast one oth e r s e ct i on through 
tho frag ile wat e rmark i ng l ay e r, and 

(e) means for appending said distorted section to said at least one other 
section to form a composite signal comprising a distorted section and at least one 
undistorted section. 
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24. (Original) Apparatus for the playing back an audio signal having data 
embedded within it by the method of claim 1 , comprising; 

(a) means for reading said composite signal, 

(b) means for identifying said sections, 

(c) means for obtaining said key from said at least one undistorted section, 

and 

(d) means for recovering said distorted section. 



25. (Currently Amended) A method for including an advertisement with 
audio data in an audio signal comprising, providing or creating an audio signal 
comprising soct i on i ng sa i d s i gnal i nto a first section having audio content and an 
advertisement section having audio content , generating distortion of said first section 
in a manner recoverable by a key obtainable from said advertisement section, and 
appending said distorted first section to said advertisement section whoroin sa i d 
s i gna l i nc l ud e s a robust wat e rmark i ng layor and a frag ile watermark i ng l ay e r, and 
wherein said key is omboddod obtainable from said audio content in said 
advertisement section through tho frag ile wat e rmark i ng l ay e r . 



26. (Currently Amended) A method for including a trial listening section 
with audio data in an audio signal comprising, sectioning said signal into a first 
section and a trial listening section, generating distortion of said first section in a 
manner recoverable by a key obtainable from said trial listening section, and 
appending said distorted first section to said trial listening section, whoro i n said 
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signa l inc l udos a robust wat e rmark i ng l ayor and o frag il e watermark i ng l ay e r, 
wherein the key is emb e dd e d obtainable from said audio content in said 
advertisement section . 

27. (Currently Amended) A method for including an advertisement section 
and a trial listening section with audio data in an audio signal, including sectioning 
said signal into a first section, an advertisement section and a trial listening section, 
marking at least one of said sections whereby said sections may be identified, 
generating distortion in said first section in a manner recoverable by a key obtainable 
from at least one of said advertisement and trial listening sections, and appending 
said distorted first section to said advertisement and trial listening sections to form a 
composite signal, wherein said key is obtainable from said audio content in s i gna l 
i nc l ud e s a robust wat e rmark i ng l ay e r and a frag ile wat e rmark i ng l ay e r, and wh e r ei n 
th e k e y i s e mb e dd e d i n th e at le ast on e of said advertisement section and tria l 
li sten i ng s e ct i ons through th e frag ile wat e rmark i ng l ay e r . 

28. (Currently Amended) A method of restricting access to a part of a 
media signal, comprising the steps of: 

(a) sectioning said signal into at least two sections each having media 
content, 

(b) marking at least one of said sections whereby said sections may be 
identified, wh e r e in th e mark i ng st e p i nc l ud e s g e n e rat i ng a robust marking l ayor and 
a frag ile mark i ng l ay e r, 
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(c) generating distortion in one of said sections of said signal in a manner 
recoverable by a key obtainable from at l east or more sections ono oth e r s e ct i on 
having media content, wherein said key is e mbedd e d i n th e at le ast on e oth e r 
sect i on us i ng th e fragile marking l ay e r , obtainable from said media content in said 
one or more other sections, and 

(d) appending said distorted section to said at le ast one or more other 
[[section]] sections to form a composite signal comprising a distorted section and at 
least one undistorted section. 

29. (New) A method of embedding watermarking data in a media content 
signal, comprising the steps of: 

(a) incorporating watermarking information into said media content signal 
using a robust watermarking technique to form a watermarked media content signal, 

(b) generating distortion in at least a part of said watermarked media 
content signal in a manner recoverable by a key, and 

(c) embedding said key in at least a part of said watermarked media 
content signal using a fragile data hiding technique, whereby if said watermarking 
information is corrupted, altered or removed said embedded key is rendered 
unobtainable from said media content signal. 

30. (New) A method according to claim 29 wherein said media content 
signal is an audio signal. 
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31. (New) A method according to claim 29 wherein said media content 
signal has at least two sections, said watermarking information is embedded across 
said at least two sections and said key is embedded across said at least two section. 

32. (New) A method according to claim 31 wherein said media content 
signal is an audio signal. 

33. (New) A watermarked media content signal stored in a memory or on 
a computer readable medium, comprising: 

(a) a robust watermark layer comprising watermark information, 

(b) a fragile quality control information layer comprising a key, and 

(c) a media content layer having one or more sections comprising media 
content, said section or at least one of said sections if there is more than one 
section, being distorted in a manner recoverable by use of said key in the fragile 
quality control information layer; 

whereby if said robust watermark layer is altered, deleted or corrupted the 
fragile quality control information layer is rendered unreadable such that said key 
cannot be obtained from it. 

34. (New) A watermarked media content signal according to claim 33 
wherein said media content is audio content. 

35. (New) A method according to claim 1 wherein said key is embedded in 
said audio content of said at least one other section. 
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36. (New) A method according to claim 2 wherein said key is embedded 
using a fragile data hiding technique. 



